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Shifting Paradigms:

What is Safety by Design?

From Quick Fixes to Long-Term Solutions

In the European Union (EU), consumers rely on
strong legal protections to ensure their safety in
everyday life. Vehicle regulations require cars to be
equipped with seat belts, airbags, and automat-

ic emergency braking systems. Drug legislation
demands that new medicines be thoroughly tested

Yet, when it comes to digital spaces like social
media platforms, European laws are falling behind
the rapid pace of technological change. Although
these platforms have become essential hubs for
public discourse, social interaction, and news
consumption,’ their design tends to prioritise
engagement over user safety:2 Algorithms peddle
outrage, violence, and disinformation;® autoplay

and infinite scroll features lure children into social
media addiction;* and dopamine-reinforced rewards,
such as “likes” and “reactions”, feed into anxiety and
self-esteem issues.®

before they are approved for sale. And child safety
laws prohibit the use of certain chemicals in the
fabrication of toys. At every stage of a product’s life
cycle—from design to manufacturing to distribu-
tion—consumer safety is the primary concern. This
is known as “Safety by Design” (SbD).

Though these adverse effects have been known for
years, social media platforms remain reluctant to
implement changes to their online appearances’
design—fearing this will hurt their business model.
Instead, they frequently tend to obfuscate evidence®
and arbitrarily apply reactive safety measures

that can neither prevent online harms nor properly
mitigate their consequences. While there is no
doubt that measures like removing illegal content,
factchecking misleading claims, or banning abusive
users are crucial to user safety, their post factum
approach has three key drawbacks:

1. Users must experience harm on social media
platforms before it will be noticed. Since most
platforms do not properly assess potential
harms, their users are likely to become living
test subjects for the platforms’ design deci-
sions. A prominent example is X's recent chang-
es to its chatbot Grok, which led to millions of
cases of sexualised deepfakes.” The lack of pre-
vention is particularly dangerous for vulnerable
users, such as children or people with trauma,
who may suffer lasting damage when exposed
to harmful content.®

2. Platforms are only reacting to reports of harm.
This places the burden on the affected users
and their willingness and ability to notify plat-
forms of incidents. Yet many users do not sub-
mit reports due to shame or fear of repression
or feeling overwhelmed. The reluctance to regis-
ter complaints is often caused by reporting sys-
tems that are intentionally designed to confuse
users or discourage reports. This is particularly
concerning given that many potentially social
media-related harms such as anxiety, addiction,
or depression cannot even be reported.®

3. Many platform providers hesitate to take
comprehensive action—even after having been
notified about abusive content or behaviour.

For example, a recent study by HateAid shows
that 55% of the illegal content reported to social
media platforms stayed online.’® Moreover, the
inconsistent application of moderation rules
confuses users and demonstrates the arbitrary
nature of platforms’ current safety design.

We must therefore move from reactive damage
containment to proactive harm prevention, making
safety integral to platform design. This is not a revo-
lutionary approach but common practice in the field
of product design safety.

In late 2025, X's Al chatbot Grok added image
generation which enabled users to create sex-
ualised images of women and girls, including
minors and public figures. Within nine days,
Grok generated more than 1.8 million sexual-
ised deepfakes, along with other harmful and
extremist content." 2

Several countries began investigating or
outright banned Grok, prompting X to restrict
access behind a paywall.’® Despite X's claims
to the contrary, Grok still creates non-con-
sensual sexual deepfakes in the EU, the UK,
and the US.'* The company thus continues
to facilitate, promote, and capitalise on gen-
der-based violence.

To change this, HateAid commissioned two expert
opinions that provide an in-depth analysis of con-
crete possible technical and legal measures that
minimise the risk of online harms and maximise
platform safety. The research is focused on com-
monly known social media platforms which operate
and deploy their functionalities globally.

Furthermore, a comprehensive taxonomy was built
that provides a structured overview of hundreds of
actionable SbD features and design principles. It in-
cludes features that are currently in use worldwide,
those that have been used in the past, and those
that are not in use but would be recommended.
The taxonomy and scientific expertise presented

in the following are intended as guidance for
regulatory authorities and (emerging) social media
platforms on possible technical measures and
pre-emptive structural solutions that place user
safety at the heart of platforms’ design.
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Prof. Dr. Michael Denga is a civil and commer-
cial lawyer with a particular focus on the reg-
ulation of digital technologies. His research
connects core areas of German civil and
commercial law with European perspectives,
addressing issues related to platforms, data,
and artificial intelligence. Since 2025, he has
held the Chair of Civil Law and Commercial
Law at BSP Business and Law School Berlin.

The expert report can be found here.
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Caroline Sinders is a machine-learning-de-
sign researcher and artist. For the past few
years, they have been examining the inter-
sections of technology’s impact in society,
interface design, artificial intelligence, abuse,
and politics in digital conversational spaces.
Sinders is the founder and director of Con-
vocation Design + Research (CoRD Labs), a
human rights research and technology lab.

The expert report can be found here.

The Principles of Safety by Design

The SbD concept has been researched for more
than ten years. While there is no commonly accept-
ed definition, there seems to be a consensus on
the underlying principles.’ For the purposes of this
publication, we will rely on the definition proposed
by CoRD Labs, a research institute:

“Safety by Design is an approach and
methodology, including a related taxon-
omy, that centers safety for individual
users, and also groups, collectives, and
communities from the beginning of the
technology, design and ideation process
of software and hardware development,
including and especially focused on very
large online platforms.” (CoRD Labs, 2026)
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With regards to the underlying principles, CoRD
Labs states that SbD goes beyond isolated security
and privacy measures to address all sorts of harms
(Safety). This requires the consistent evaluation and
systemic countering of emerging risks throughout
the entire life cycle of a platform (Proactivity). To
guarantee that certain risks are not overlooked, SbD
centres the experiences of those most vulnerable to
harm (Intersectionality). It also ensures that users
understand (Legibility) how their data, content, and
platform interactions are processed (Transparen-
cy)—even if they face language or disability barriers
(Accessibility). Consequently, SbD enables all users
to make meaningful choices about their safety, pri-
vacy, and participation online (Agency).'®

“[Slafety is not the absence of risk, but
the presence of conditions that allow
people to express themselves, connect
with others, and participate in digital
spaces with agency.” (CoRD Labs, 2026)
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These principles align closely with regulatory
frameworks in Australia and the UK, where SbD

is embedded in national platform safety regula-
tions.’” 8 Although the EU’s Digital Services Act
(DSA) does not explicitly reference ShD, it incorpo-
rates similar requirements, such as mitigating sys-
temic risks through platform design,' user-friendly
reporting channels, and the labelling of automated
takedown decisions.?’ As SbD principles gain reg-
ulatory traction, the focus must now turn to estab-
lishing best practices and enhancing the practical
implementation of safety obligations.


https://hateaid.org/wp-content/uploads/2026/03/safety-by-design-expert-opinion-platform-responsibility-michael-denga.pdf
https://hateaid.org/wp-content/uploads/2026/03/safety-by-design-research-report-platform-safety-interventions-caroline-sinders.pdf

Surprisingly for some, many of the listed interventions come with a proven track record as they have been

tried and tested on social media platforms for years. For example:

Our Safety-by-Design Taxonomy

On behalf of HateAid, CoRD Labs has created a

comprehensive SbD taxonomy. It includes no less The entire taxonomy can be found here.

than 214 hands-on recommendations (Inter- Friction and User Nudging

ventions) that are clustered under 30 core SbD Instagram uses automated systems to detect users attempting to post potentially offensive content.

principles (Attributes), 62 design models (Design It then displays warnings within the app, notifying those users that repeated violations of community

Patterns), and 39 technical tools (Components). In guidelines may result in account suspension. Similarly, during the 2020 US election, Twitter introduced

the following, eight illustrative examples of effec- a prompt that nudged users to read articles before sharing them to minimise the risk of spreading

tive SbD measures will be presented. disinformation. By leveraging such tools, platforms could adopt comparable strategies to proactively
deter the spread of harassing language and disinformation from the outset.?

Abuse Managing Tools

In 2022, Google's Jigsaw incubator launched an open-source harassment manager for Twitter. The

tool was explicitly designed to help women journalists, who often face a high volume of gender-based
online violence. Its purpose was to “easily identify and document harmful posts, mute or block perpe-
trators of harassment and hide harassing replies to their own tweets”.?2 Due to changes in Twitter/X's
operation, the tool is unfortunately no longer functional.?® A new version of this tool would be an essen-
tial asset for those most likely to experience large-scale online abuse.

Safety Modes

Features like X's “Protect my Posts” and Instagram'’s “Private Mode" enable users to limit the visibility
of their profile with just one click. This provides users with greater control over their privacy and
protects them from unwanted interactions with strangers.? It can also function as a panic button for
users facing a sudden wave of online abuse. To further enhance usefulness of this feature, platforms
should offer customisable safety modes that transcend the simple public/private binary.?®

Account Labelling

Social media platforms have long experimented with labels to combat disinformation and improve
transparency. Twitter introduced blue check marks back in 2009 to verify public figures and institu-
tions. In 2023, the company, now called X, began selling these check marks, rendering its well-esta-
Figure 1 - Screenshot of the Taxonomy. The interactive visualisation consists of 345 data points. blished verification system ineffective. Instead, X added a labelling requirement for parody accounts
to identify satirical content.?® YouTube has labelled state-funded news outlets since 2018,%" though
inconsistently.?® Platform markers for verified or trustworthy sources can help users assess content
credibility and reduce disinformation spread.



https://sbd-taxonomy.vercel.app/

Other recommendations include novel approaches that address existing shortcomings in social media
platforms’ design. For example:

The taxonomy seeks to offer policymakers and
platform providers a clear, actionable overview

of

serving as a foundation for building safer social
media platforms. However, it is important to keep in
mind that SbD is not just about adding features or
enforcing compliance. Rather, it requires the proac-
tive and continuous adaptation of safety features

to

centring the experience and needs of the users Ny

Cross-Platform Cooperation

“Online violence often jumps across platforms and exploits the weaknesses of each."?® Cyberbullies
and stalkers, for example, are likely to pursue their victims on multiple platforms simultaneously. Con-
sequently, targeted users would greatly benefit from the ability to block abusive keywords, content, and
users across platforms. Cross-platform doxxing alert systems would help to quickly contain the spread
of leaked personal information once it has been detected on one platform.

Rapid Response Teams

Social media platforms should let users build rapid response teams comprised of trusted allies who
can help tackle online abuse. Users should be able to assign these allies limited account access—akin
to Gmail's delegate feature—to monitor, document, and report harassment. To this end, platforms could
build on existing features like X's “teams” function (currently limited to X Pro) or Instagram'’s “roles”
(only available for shared Instagram business accounts).*°

One-Click Documentation Tool

Online abuse needs to be properly recorded to be prosecuted. Yet users often do not know how to
create legally compliant screenshots, and face time pressure as abusive content may be swiftly taken
down or deleted. To ensure that online abuse does not go undocumented, platforms could integrate a
one-click documentation feature that automatically captures abusive posts, along with essential meta-
data and jurisdiction-specific details, whenever users report or block content.®'

Quarantining Content under Review

Information spreads fast on the internet. This includes disinformation, personal data such as a private
address, or links to leaked material. Quarantining reported content until it has been reviewed thus con-
stitutes an essential step in decreasing the visibility and containing the spread of harmful information.
Victims of large-scale online harassment would also benefit from a quarantine dashboard that allows
them to safely scan potentially abusive content with the help of trusted allies.®?

“True Safety by Design means anticipat-
ing how systems can be weaponized [...].
[it also includes] building protections
before the first user ever signs up, and
responding to harms in real time to more
easily address and mitigate those harms
at scale.” (CoRD Labs, 2026)

both established and innovative SbD features,

an ever-changing online environment, thereby

most affected.
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How to Implement

Safety-by-Design Measures

Barriers to Implementation

Despite the existence of an extensive catalogue
of well-known safety features, why do most social
media platforms choose to put their users at risk in-

Platforms’ Business Models

Social media platforms generate revenue by collect-
ing and monetising their users’ data. To maximise
their profits, they constantly seek to increase the
numbers of users and their engagement with the
platform. The more a user interacts with a plat-
form—through (dis)likes, comments, and posts—the
more data can be collected, and the better ads can
be personalised. Therefore, social media platforms
promote viral content that is often controversial,
untrue, or downright harmful, but highly engaging.
They also make use of addictive design choices that
keep users glued to their screens.

ShD directly challenges this profit model by putting
users’ well-being and safety over engagement and
screen time. In addition to limiting the reach of
polarising and harmful content, SbD also champions
privacy and transparency, while empowering users
to limit the tracking of their online behaviour. It is
not only the financial cost of implementing new
safety features, but the prospective loss of user
data that conflicts with the commercial interests of
large social media platforms.

stead? Based on the input provided by the consulted
experts, three key reasons for platforms’ unwilling-
ness to adopt SbD measures can be stressed:

Power Asymmetries and Bias

Another critical barrier is power asymmetries within
platform design processes. Design teams often
base decisions on their assumptions about an “aver-
age user”. This reinforces existing biases and typ-
ically neglects the marginalised, less monetisable
communities that are at the highest risk of harm.3*
Unlike the majority of users, the engineers behind
social media platforms are a relatively homogenous
group of mostly male tech-savvy and well-paid pro-
fessionals that share certain values and interests.
Contrary to doctors and lawyers, there is neither an
oath, nor proof of qualification, nor even an industry
code that obliges social media platform engineers.
Accordingly, those with the power to design the
platforms that shape our public discourse lack clear
incentives to take the needs of groups other than
their own into account.

Take TikTok's recent decision to replace its trust
and safety team with flawed automated modera-
tion systems, for example.® Though this design
change severely exacerbates the risk of harm for
users, particularly those belonging to marginalised
communities, there was no analysis of the possible
consequences for different target groups. By cen-
tering design choices on the experiences of those
most affected, SbD threatens to subvert this power
dynamic.

11



Lack of Regulatory Incentives

In the EU, most types of consumer products are
subject to strict safety standards to prevent harm.
If producers fail to comply, they can be held ac-
countable by those damaged by their negligence.
By contrast, social media platforms have long
enjoyed broad liability privileges to ensure the free
flow and amplification of user-generated content,
while facing comparatively few safety requirements
to attract service providers to the EU. After two
decades of minimal regulation, the EU adopted the
DSA, which sets stricter safety standards. The land-
mark law also specifies that social media platforms
are only exempt from liability for user-generated
content until it has been reported.®® But whereas
the DSA introduces single SdD measures, it lacks a
comprehensive underlying SbD mandate that binds
individual measures together.

This has allowed platforms to undermine obliga-
tions through superficial and partial compliance.
For example, users are continuously discouraged

to report harmful content because of the design

of reporting channels,® while a significant part of
reported content stays online anyway.® Neither
platforms’ transparency reports nor the European
Commission’s transparency database provide much
insight into the inner workings of recommender
systems or the quality of content moderation. Vet-
ted researchers requesting data access to assess
platforms’ processes frequently receive information
that is too generic or unstructured for scientific pur-
poses.* External audits assessing systemic risks,
such as public health or election security, remain
superficial, incomplete, and lack valid evidence.*
Likewise, most large platform providers have shown
little interest in properly assessing and mitigating
the systemic risks stemming from their services.

12

Though some European and national enforcement
authorities have started to investigate and fine
social media platforms for their poor compliance,
significant enforcement deficits remain. On the one
hand, regulatory bodies simply lack the staff, exper-
tise, and funding to process and prosecute the huge
volume of reports of platform maladministration in
a timely manner. This problem is exacerbated by
overlapping mandates and regulatory frameworks
that necessitate lengthy coordination processes
between different jurisdictions and enforcement
bodies in charge of platform regulation, data protec-
tion, artificial intelligence, copyright protection, and
media oversight. On the other hand, enforcement
authorities face increasing political backlash, as
platform providers and the US administration seek
to pressure the EU into repealing its digital laws.
Thus, enforcement of the DSA has now become a
bargaining chip in geopolitical conflicts, with com-
pliance leveraged as a tool in broader transatlantic
disputes. The future of Europe’s digital sovereignty
hinges consequently on the willingness and ability
of regulators to enforce their rulebook, having to
stand up against US-backed platforms which are
unafraid of violating the legislation of the countries
they are doing business in.*

Recommendations for Policymakers

Europe’s approach to platform regulation is uniquely
rooted in its commitment to democratic values,

the rule of law, and fundamental human rights. To
defend these principles and safeguard its digital
sovereignty, the EU must assert the user rights en-
shrined in its legislation—resisting both the financial
interests of platform providers and transatlantic
political pressure. In his legal expert opinion, Prof.
Denga emphasises that this is not merely a political
choice but a legal obligation, comparable to the

EU Commission’s duty to enforce competition law.
He argues that legislators must fully implement

the DSA, as “pursuing effective European digital
sovereignty requires a significant reduction in the

Step 1: Resolute Enforcement of Existing Rules

The withdrawal of the TikTok Lite Rewards pro-
gramme, which encouraged addictive behaviour
through monetary vouchers and coins, demon-
strates how strict and swift enforcement can
prevent large-scale harm.* Consequently, the most
immediate step centres the robust enforcement of
the DSA, particularly its design-related elements.
This includes ensuring that social media platforms
create user-friendly reporting channels and remove
illegal content consistently and promptly. It must
also ensure that researchers are provided with use-
ful data, insightful transparency reports are com-
piled, and that social media platforms are vetted by
independent auditors. Enforcement authorities thus
urgently need more financial and human resources
to monitor and ensure compliance. They must also
be shielded from political interference. To ensure
the latter, an independent enforcement body on the
European level is recommended. This may be a new
European agency or even an entirely new EU body
that would—like the European Central Bank—exer-
cise its oversight without direct political guidance.*

discretion of the commissioned authorities, which
may oblige to intervene into business models."#

While the DSA provides a robust legal foundation,
its success depends on moving beyond complian-
ce alone. A holistic SbD approach is essential to
address systemic risks that the DSA alone cannot
fully mitigate. To support regulators in this transi-
tion, we have developed a three-step programme
that operationalises SbD, ensuring that Europe’s
digital infrastructure aligns with its core values and
sets a global standard for responsible social media
platform governance.

The backing of the US government may embolden
certain platform providers to openly defy European
regulation. In these cases, it is important to remem-
ber that “[p]latform obligations are enforced not only
through regulatory and private law liability of the
providers of intermediary services, but also through
the personal liability of their staff."+> Although DSA
obligations are directed at platforms, not staff, Prof.
Denga points out that a personal responsibility

for compliance arises. It is based on the objective
quality standards of intermediary services set by
the DSA, the pressing public interest enshrined

in the principle of European digital sovereignty,

and the benefit-burden paradigm of liability law.*¢
Consequently, CEOs and decision-makers at social
media platforms could be held personally liable in
the event of serious damage caused by systemic
failures, particularly if gross negligence or intention-
al noncompliance can be proven.#

13



Step 2: Introduction of Actionable Safety Standards

The European Commission,*® the European Parlia-
ment,*® and the European Council*® all have argued
that the current safety standards are insufficient
to properly protect adult consumers and children
online. Accordingly, new and updated legislation is
required to outlaw, among others, the creation and
dissemination of nonconsensual deepfakes, addic-
tive design features such as autoplay or endless
scrolling, and practices like the use of social bots
and shadowbanning that distort public discourse.%'
In addition to banning manipulative or harmful
practices, policymakers must also proactively
mandate specific safety standards and measures.
This includes classifying social media algorithms
and content-creating Al tools, such as Grok, as
high-risk Al systems to ensure their compliance with
transparency obligations like data quality checks
or bias monitoring.5? Other actionable examples
can be found among the 214 interventions listed in
the SbD taxonomy, which may serve as a point of
reference.5

14

To prevent superficial compliance, new legislation
needs to underpin individual safety measures

with an overarching SbD mandate. This entails
obliging social media company executives and

local representatives to fulfil “specific qualification
requirements [...] to ensure they are able to meet the
challenges of digital opinion spaces, similar to the
‘fit and proper’ requirements in capital market law".>*
Moreover, the mandate should introduce procedural
safeguards in platforms’ design processes, such

as regular stakeholder consultations, to guarantee
their safety, transparency, legibility, accessibility,
intersectionality, and focus on user agency. Given
the recent surge of SLAPP lawsuits by social media
platforms, online violence, and even acts of repres-
sion by foreign governments, stronger protections
for individual researchers and civil society organisa-
tions against such attacks are also called for.

Step 3: Decentralisation of the Social Media Infrastructure

For the past 20 years, social media companies have
designed their platforms to be as attention-grabbing
and engaging as possible. This allowed a few small
tech startups to turn into powerful multinational
corporations. It also let to the proliferation of digital
violence and online disinformation. Instead of tak-
ing responsibility, platform providers deflect blame
and shift the burden on law enforcement agencies
with whom they cooperate only to a limited extent.
While they would be perfectly capable of adapting
their platforms’ design to ensure greater safety,
most social media companies are unwilling to hurt
their profits.

Consequently, ever more people withdraw from pub-
lic discourse and social divisions are being exacer-
bated for the benefit of a few companies. This has
dire implications for our democracy and security.
Policymakers should explore ways to promote alter-
native models of social media. Existing decentral-
ised, open-source networks such as the Fediverse or
Eurosky offer alternatives to established platforms
and operate without surveillance-based advertising
or addictive algorithms.% However, these noncom-
mercial platforms struggle to attract private capital.
Therefore, more public funding for European social
media initiatives and the introduction of legally
enshrined portability rights that facilitate user
migration between platforms are needed. Moreover,

the existing liability regime for hosting providers is
not designed to deal with decentralised networks
and poses legal challenges and insecurities. There-
fore, the EU needs to actively consider special rules
to make them thrive, which is hardly possible in

a framework made to regulate the most powerful
and abusive players. Exemptions for noncommer-
cial platforms and more regulatory sandboxes are
needed.

By championing the development and widespread
adoption of European social media models that
embrace the SbD principles mentioned in the taxon-
omy, the EU can effectively counter systemic online
harms while affirming its digital sovereignty. As the
European Parliament’s recent topical resolution not-
ed, digital sovereignty is not just a technical chal-
lenge but a democratic imperative.% In an era where
digital spaces shape political realities, democratic
control over social media platforms is essential

to uphold European autonomy and fundamental
values. The time has come for the EU to turn its
principles into action and build a digital future that
reflects its commitment to safety, accountability,
and the primacy of the rule of law.
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